Scheduling in the cloud is a complex task due to the number and variety of resources available and the volatility of usagepatterns of resources considering that the resource setting is on the service provider. This complexity is compounded further when Security issues and Quality of Service (QoS) are also factored in. The aim of this paper is to describe a model that based on Security (SSM) as a key element that cloud services rely on which affects the performance, cost and time concerns within the security constraints of the cloud service. Definition of the Scheduling Security Model (SSM), and evaluation through worked example that can meet the customer requirements of cost and the quality of service in the required time.
INTRODUCTION
Cloud computing gives convenient access to services that provide large resources (VMs) for application, software, data storage and executing tasks [1] . This comes with security issues that may affect the service such as data security, secure transactions, hacking and hijacking, and resource security. This paper defines a Scheduling Security Model (SSM) for a cloud environment that emphasises the security aspect.
Security is an important issue that needs to be considered for Quality of Service [3] and scheduling [16] . In this context, a service is a collection of tasks that are performed using some resource. Applying a certain level of security to the scheduling process is a very important factor that can ensure the execution of the tasks is secure [16] . In the SSM, the level of security will be applied at the task level to make the service Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for components of this work owned by others than the author(s) must be honored. Abstracting with credit is permitted. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. Request permissions from Permissions@acm.org. itself more secure rather than just applying an overall security level to the service.
In addition, security is a shared responsibility between cloud providers and consumers to ensure that the level of security is at the desired level [11] . Che et al. [6] analysed the security concerns between cloud providers and consumers. For consumers security concerns include data security, user access, and data leakage. On the other hand, cloud providers security concerns include availability, long term system security, how to defend against hacking, data centre security, secure transaction, resources security, and access control and management system. Consumers need to be aware of security from their side and protect their service from any threats. Cloud providers are able to afford better scalability by running multiple virtual machines on physical machines. They have to defend the service against any security risks from any unauthorised physical access, data security, security software, and resource security. Then any security risks in the virtualisation technology that allows co-occupant virtual machines to make unauthorised access could compromise information assets of consumers [11] .
Scheduling is a process applied to minimise wasting limited resources by efficiently allocating them among all resources [9] . Resources or virtual machines (VMs) are assigned to customer for running a service and executing tasks [1] . Scheduling is a very complex operation in cloud computing, and used to allocate resources, improve server utilisation, enhance service performance, and execute tasks [14] .
Resource scheduling is all about selecting the most appropriate resources to meet the needs of customers. This is a complex task due to the large number of resources available that need to be managed. This is further compounded when security issues and Quality of Service (QoS) are also factored in to achieve a satisfied level of the cloud service [3] [8].
Related Works
There are many models in cloud computing focusing in different areas. These areas include cloud service performance [10] , service cost [7] , and security [5] . However, most cloud security models focus on security of Data as a service (DaaS) [2] and cloud storage [4] and overall security [15] . A few have covered the infrastructure level in some aspects such
• Security and privacy → Formal security models as performance and scalability [12] but not in security especially resource scheduling. For example, executing tasks over virtual resources need to be secured especially when tasks have priority over each other and need to be running on different virtual resources. This process raises many security issues that need to be controlled such as avoiding processing sensitive data on public resource. So, there is a need to consider the security factor in order to improve resources scheduling within the cloud, and towards achieving an optimised resource scheduling model to meet the desired QoS for both providers and consumers.
THE SSM
This section presents the Scheduling Security Model (SSM) components and how the costs for executing a service can be calculated. It defines the SSM model and the scheduling function steps.
Security Definition
Before identifying the model components there is a need to define what security level means in this context. According to Watson [13] the overall security can be considered to be applied for executing tasks from trusted public resources to highly trusted private resources.
For example, a customer requests a service that includes two tasks. One task is to analyse general data with no security requirement. The other task is to save private data that requires higher security level. So, the system will require two resources one is trusted public resource with basic security feature to execute the first task, and another trusted private resource with security feature such as more secure fire-wall to execute the second task.
SSM Components
The SSM consists of the following components:
• Tasks Set T: The customer will specify all the tasks that need to be executed, where M is the total number of tasks.
• Time cost: The elapsed time cost tm i will be associated with the tasks to be executed over the allocated resource. The calculated total time cost is:
The total time, tm, should be less than or equal to the customer maximum time limit, e.
tm ≤ e (3)
• Quality of service (QoS): SSM supports quality of service which allows the scheduler to adjust the service scheduling tasks to achieve the required quality of service q within the customer budget. Depending on the customer QoS target, q will be selected from a set of options associated with different costs. QoS can be a value in the range from 0, low quality, and incremented by 0.1 to reach 1.0 which is the highest quality level of service:
q ∈ 0.0, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 1.0 (4)
• Customer Budget: A customer will submit the overall budget, b for the service.
• Security Level: The security level in this context means that the required level of the security that can be applied to each task. So, the customer will submit the security level required for each task. The security level will be a number between 1 (low security) to 5 (high security). SSM will then map this security level to security weight, hw i for task t i .
Then the associated weight for each level of security will be as follows by indexing the values:
The SSM will map the associated security weight from the equivalent security level. So that, for example if h 1 = 2 then hw 1 = 0.25. This will help to calculate the estimated cost to establish the service and to create the required resources with the security level for each resource (public with low security or private with higher security weight).
• Tasks importance: There are many techniques that can be used to prioritise tasks for execution, but in the SSM there will be three levels of task importance p i which will help ordering tasks queue. These importance levels will be considered after classifying tasks based on the security levels given by the customer and to be ordered as first come first serve. The customer will submit the importance level required for each task:
This means that tasks with a higher value of p i = 3 is the most important for the customer. For example, A customer has submitted tasks t 1 with security level h 1 = 1 and importance p 1 = 2, and t 2 with security level h 2 = 1 and importance p 2 = 3. That means t 2 will be executed first then t 1 because t 2 has the highest importance.
Calculated Components
• Table 1 shows how the SSM will analyse the customer requirements for the service, and how to assign a task or set of tasks t i to each resource.
• Resources Required for a set of tasks: First the model will categorise the tasks into groups depending on the security level. Then it creates, N, the number of resources required, which will be equal to the number of the groups and each resource will take the same security level of that group and it will mapped to the resources security weight Rw i .
For example, if the customer submitted tasks (t 1 : with h w1 =0.25, p 1 =2 and t 2 : h w2 =0.5,p 2 =1), q=0.0, and e=60 min, the model will categorise these tasks into two groups with two different security levels. After that the model creates two resources N=2, R 1 takes security weight Rw 1 0.25, and R 2 with security weight Rw 2 0.5 then assign each group to the similar resources with same security weight as shown in Table 1 . • Actual Cost: The Actual Cost for the service calculated depends on the customer requirement.
-Resource Cost = Cost of resources per hour.
Where RC i is Resource cost for Resource i.
-Quality of Service = Resource Cost * Quality of Service required
-Security cost for each resource
-Security Cost for all Resources
-Actual Cost AC = Sum for all resources (Resource Cost * Security weight of a Resource + Resource Cost) + QoS Cost
The Model
The main idea of the SSM is to categorise the submitted tasks on their security weight. The model has the following stages, shown in Figure 1: 1. Submit: A customer requests a service and provides information on all attributes of the requirement needs. They submit and identify attributes such as: Over all Time of the service, Number of tasks, tasks importance, budget, security level for each task, and QoS required.
Scheduling process:
The scheduler analyses the customer requirements and categorises the tasks depending on the security weight of each task.
3. Calculations: In this stage, the scheduler calculates the Actual Cost and compare it to the customer budget. That will help to identify the service attributes and resources (VMs). The service attributes are sent to the customer for confirmation.
Customer Confirmation:
The customer will receive an overview of all costs to take the final decision before establishing the service.
5. Establishing the service: After the customers confirmation, the system will establish the service and execute the tasks over the allocated resources.
6. Re-Calculating: At run time, for each task, the scheduler tries to optimise the service performance, time cost, and modify the resource requirements to reduce actual cost.
Considering the resource actual time after tasks execution process there is a chance to add some credit to the customer budget b to reduce the cost. So, the SSM will calculate the sum of actual times for each task in the resource, then reflect the actual time on the resource cost.
The SSM will check if the cost of actual resource time is greater than the resource cost or equal or less. So, if actual time is less than the required time there will be credit added to the customer, and if the actual time is more than the required time then the SSM will stop the service until the customer add more credit to continue with the service.
SSM Scheduling Function
SSM scheduling function f includes the following steps:
1. Categorise: from the attributes given by the customer this step uses the security level for each task to categorise tasks into groups.
2. Compare and Order: each group will be ordered to make the higher security task and with higher importance comes first. Then resources will be identified to be the same number of the group with equivalent security level.
3. Assign: after ordering each group will be assigned to the proper resource R that match the security level.
4. Execute: executing tasks over allocated resources.
SSM Algorithm
The SSM will use basic algorithm that divided into multiple steps starting from getting the customer inputs including budget, QoS, maximum time, and tasks information. This information will be used to calculate the total cost of the service. Also, the task information such as security weight will be used to categorise tasks into groups. The security weight has been set with constant level to calculate the cost. Otherwise, the security factor will be less important and the differences between level to another will be small with no effects.
Fast-Track
The Fast-Track technique is to give any task a high priority for execution depending on the security level required and it will be applied at the execution step if there dependencies between tasks. For example, if a customer submitted three tasks requiring the same security level t 1 , t 2 , t 3 and importance level 1,2,3 respectively. The normal executing order is t 3 ,t 2 ,t 1 . If t 3 depends on t 1 , then applying the Fast-Track technique and the executing order will be t 2 , t 1 , t 3 .
EXAMPLE OF COSTS
This section presents simple examples of calculating costs (Actual Cost, Time).
Example:
1. Customer has requested and submitted information as shown in Table 1 , q=0.0 and e = 60 min.
2. Scheduling process: Resources: N = 2 resources. For the tasks submitted the resources associated as follows: First task t 1 will be allocated to resource R 1 with same security weight 0.25. The other task t 2 will be allocated to resource R 2 with security weight 0.5.
3. Calculation: the system will start to calculate the initial cost for each resource and send it to the customer as follows: 4. Customer Confirmation: t 1 requires one resource (R 1 ) and t 2 requires one resource (R 2 ) with Time e = 60 min, and the cost =55 is less than or equal to b = 100.
Service Established over Resources R:
After receiving the confirmation from the customer, the system will start to execute the tasks over the allocated resources. Because there is no dependency R 1 and R 2 can be established at the same time.
6. Re-calculating: In this example the time has been calculated after the establishing the service for the tasks:
So, the SSM will re-calculate the Actual Cost for t 1 over R 1 and t 2 over R 2 , and then the Actual Cost will be as the following:
-RC = 0.56 + 1.11 = 1.67
-QoS Cost = 1.67 * 0.0 = 0 -SC = 0.14 + 0.56 = 0.7
Then AC = 1.67 + 0.7 + 0 = 2.37
Therefore, after the re-calculated step the AC is less than the AC at the calculation step.
This example shows that grouping tasks depending on the security level required make different cost to resources. But the cost can be reduced if there is no dependencies between tasks. Also, the re-calculation step consider the elapsed time to calculate the Actual Cost and can be reflected on the customer budget and can add more credit to it.
Example:
1. Customer has requested and submitted information as shown in Table 2 (t 6 depends on t 3 , t 5 depends on t 1 ), q=0.0 and e = 60 min: 2. Scheduling process: The SSM will analyse the request from Table 2 . The number of resources is N =3, and each task allocated to the relevant resource.
3. Calculation: After analysing the requirement, the system sends the details to the customer to get the final confirmation to establish the service. 4. Customer Confirmation: After the scheduling process the system will send the details of the service to the customer. The customer needs to confirm to establish the service.
Service Established over Resources R:
• The normal tasks execution order depends on the security and importance levels only:
-R 3 : t 6 , t 5 , R 2 : t 4 , t 3 , and R 1 : t 2 , t 1
• But with dependencies this order will change and the SSM will use the fast-tracking technique, and the new execution order will be as follows:
, t 2 , and R 3 : t 6 , t 5 • The system will start running tasks in the fast-track list for each resource. Then it will use time-out technique to ensure there will not be huge delay in the service and not affecting the other tasks.
Example 2 shows that scheduling process with taking security level as main driver to execute tasks over different resources is very complex with dependencies between tasks. But with applying the fast-track technique to simplify the process when dependencies exist, and not causes any delay to other tasks.
FUTURE WORK
Further investigations need to be done on the SSM. Also, it will be examined to see how it works under a significant load. For example, if there a large number of tasks need to be executed with different security levels and the customer demands low costs in terms of the available budgets. What is the impact in this case on identifying resources and possible cost?
CONCLUSIONS
This paper has described the Scheduling Security Model (SSM). It has presented an overview of the SSM components in each stage of the service and what components submitted from a customer and how the SSM will calculate the costs and resources identified. Furthermore, it showed how the SSM creates the groups of the security level required for each task and the task importance. Then it explains very simple examples of costs and how the model works and how it reflected of the costs. Finally, as a result of the worked calculated examples suggested that the complex examples would clarify other cases related to costs and identifying resources.
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